Code No: 157JB R18
JAWAHARLAL NEHRU TECHNOLOGICAL UNIVERSITY HYDERABAD
B. Tech IV Year I Semester Examinations, December-2023/January-2024
VULNERABILITY ASSESSMENT AND PENETRATION TESTING

(COmputer Sc1ence and Engmeermg ther Securltv)

- S Time: 3 Hours _________
""" Note: i) Questlon paper con51sts of Part A Part B. '
i1) Part A is compulsory, which carries 25 marks. In Part A, Answer all questions.
ii1) In Part B, Answer any one question from each unit. Each question carries 10 marks

and may have a, b as sub questions.

o P ART -A o o
What are the maiirtargets of social engineering attacks?’ 2] ¢
How a social engineering attack works? Explain. [3]

What is penetration attack? (2]
What are the stages of physical penetration testing? [3]
Give a note on planning a penetration test. [2]
Explain the XPSP3. P [Sece
‘What i the biggest security threat to d *eb application? / * S [2]
‘Give 4 note on Passive Analysis. .. /% it [3. 4 N
What is a Honeypot technology‘? [2]
Give a note on Catching Malware. [3]

PART -B

p
b) D1scuss the Vulnerablhty Assessment and Penetratlon Testmg. [5+5]

OR
3. Explain the common attacks used in penetration testing. [10]
4. D1scuss the Automatlng and Scripting Metasploit. [10]
J e .R . o, P
f__wme fhe Usmg the Metdsplmt Console 1o Launch Exploﬁs [10]

6.a)  Give a note on information sharing during a penetration test.
b) Draw and explain the structuring a penetration test. [5+5]
OR
7. Give a note on
a).Compiling and Debugging Windows Programs ...... e e
{'b) Local Buffer Overﬂow Exp101ts i S N S B +51% /%




8. Explain the OWASP Top Ten SQL Injection vulnerabilities. [10]
OR

Explain the Cross-site scripting Vulnerablhtles

I__.-Gwe a note on Bmary Ana1y31s ;

Descrlbe the Internet explorer securlty concepts

Explain the history of client- side exploits and latest trends. [5+5]
OR

11. Discuss the client-side vulnerabilities. [10]




